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17 MARCH 2025

2025/26 INTERNAL AUDIT AND INFORMATION GOVERNANCE WORK
PROGRAMMES

Report of the Head of Internal Audit

1.0

11

PURPOSE OF THE REPORT

To seek approval for the internal audit programme of work for 2025/26.
The report also includes details of the counter fraud and information
governance work programmes.

2.0

2.1

2.2

BACKGROUND

In accordance with professional standards! and the Council’s own internal
audit charter, internal audit work must be risk based and take into account

the requirement to produce an evidence based annual internal audit
opinion. The opinion covers the adequacy and effectiveness of the
Council's framework of governance, risk management, and internal
control. The basis for the opinion is the programme of work that internal
audit carries out.

The work programme is required to be approved by this committee as part

of its responsibility for overseeing the work of internal audit. In addition to
internal audit, Veritau also provides specialist counter fraud and
information governance services to the Council. While formal approval of
the work programmes for these two areas is not required, details of
planned activities are provided for information.

1As

set out in the Public Sector Internal Audit Standards and specific guidance on the application

of those standards for local government, issued by CIPFA. The Global Internal Audit Standards
(UK Public Sector) will replace these standards from 1 April 2025. Further information about the
new standards is included in our progress report to this Committee meeting.
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3.0

3.1

3.2

3.3

3.4

4.0

4.1

5.0

5.1

INTERNAL AUDIT WORK PROGRAMME 2025/26

An indicative risk-based internal audit work programme is drawn up at the
start of each year, setting out the proposed priorities for assurance
coverage over the coming twelve months.

The internal audit programme included in appendix 1 outlines the current
priorities for work in 2025/26. It includes proposed areas of audit coverage
and is based on a risk assessment undertaken by Veritau. The work
programme has also been informed by discussions with senior officers
and members, and through the review of the Council’s corporate risk
register and other relevant information. Wider sector risks and
developments have also been taken into account.

This report represents the conclusion of the initial consultation and
planning stage. The views of councillors and officers have been
considered in the programme’s initial development. This will continue to be
the case as the programme is updated and adjusted throughout 2025/26.

The internal audit work programme is a flexible working document which is
revisited, updated, and adjusted throughout the year to ensure it remains
aligned with current risks and priorities and to ensure that coverage is
sufficient to provide a robust and well-informed annual opinion.

COUNTER FRAUD AND INFORMATION GOVERNANCE WORK
PROGRAMMES 2025/26

The planned information governance work programme for 2025/26 is
attached as appendix 2. The counter fraud work plan is presented as a
separate item on the agenda.

IMPLICATIONS

There are no local member, financial, human resources, legal, equalities
or climate change implications.

6.0

6.1

RECOMMENDATION

Members are requested to approve the 2025/26 internal audit work
programme, and to note the information governance work programme.
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Report prepared and presented by Max Thomas, Head of Internal Audit

Max Thomas

Head of Internal Audit
Veritau Limited
County Hall
Northallerton

28 February 2025

Background Documents: None
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Introduction —

1 This report sets out the proposed 2025/26 programme of work for internal
audit, provided by Veritau for North Yorkshire Council (NYC). It follows on
from our member consultation report which we presented to this
committee in December 2024.

2 The work of internal audit is governed by the Public Sector Internal Audit
Standards (PSIAS)! and the Council’s audit charter. To comply with
professional standards and the charter, internal audit work must be risk
based and take into account the requirement to produce an evidence-
based annual internal audit opinion. Accordingly, planned work should be
reviewed and adjusted in response to changes in the business, risks,
operations, programmes, systems and internal controls.

3 Specifically, the PSIAS require that the Head of Internal Audit “must
establish risk-based plans to determine the priorities of the internal audit
activity, consistent with the organisation’s goals. The risk-based plan must
take into account the requirement to produce an annual internal audit
opinion.”

4 The Head of Internal Audit’s annual opinion is formed following an
independent and objective assessment of the effectiveness of the
framework of risk management, governance and internal control. Our
planned audit work includes coverage of all three areas to develop a wider
understanding of the assurance framework of the council, and to produce
a body of work which allows us to provide our opinion.

5 Responsibility for effective risk management, governance and internal
control arrangements remains with the council. The Head of Internal Audit
cannot be expected to prevent or detect all weaknesses or failures in
internal control nor can audit work cover all areas of risk across the
organisation.

Strategic context b

6 North Yorkshire Council is facing continued financial pressures as a result
of the continued increase in demand for many of its services, the impact
of inflation, market pressures and economic uncertainty.

7 The 2025/26 budget and the Medium-Term Financial Strategy include a
set of savings proposals totalling £40.3m over the next 3 years, as well as
planning to use a significant amount of existing reserves if further savings
are not identified. Whilst these are significant challenges to manage, the
overall financial position of the Council remains strong, particularly
compared to many other local authorities.

8 Two years on from the creation of the new council, many legacy council
systems and processes remain, with further convergence of services
happening in the next year. Significant other structural changes are well
under way with the council deploying a single operating model, and a

! The Global Internal Audit Standards (UK Public Sector) will apply from 1 April 2025. Further
information about the new standards is included in our progress report to this committee meeting.
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single customer strategy using data and digital capability to become more
effective and efficient.

9 Maintaining effective operational arrangements is essential to achieving all
of these objectives. Internal audit contributes to the Council’s overall
objectives by helping to ensure that systems of governance, risk
management and control that underpin operational arrangements are
robust. To maximise the value of internal audit, it is therefore important
that we provide assurance in the right areas at the right time.

2025/26 Internal audit work

The 2025/26 indicative internal audit work programme

10 The work programme is set out in annex A (see page 8). Annex B outlines
the timing of the programmed work in terms of ‘do now’ ‘do next’ or ‘do
later’.

11 Functionally, the indicative programme is structured into a number of
areas, as set out in table 2, below.

Table 1: Work programme functional areas.

Programme area Purpose

A Strategic / corporate  To provide assurance on areas which, by virtue of their
& cross cutting importance to good governance and stewardship, are
fundamental to the ongoing success of the council.

A Technical / projects  To provide assurance on those areas of a technical nature
and where project management is involved. These areas
are key to the council as the risks involved could
detrimentally affect the delivery of services.

A Financial systems To provide assurance on the key areas of financial risk.
This helps provide assurance to the council that risks of
loss or error are minimised.

A Service areas To provide assurance on key systems and processes
within service areas. These areas face risks which are
individually significant, but which could also have the
potential to impact more widely on the operations or
reputation of the council if they were to materialise.

A Other assurance work An allocation of time to allow for continuous audit
planning and information gathering, unexpected work,
and the follow up of work we have already carried out,
ensuring that agreed actions have been implemented by

management.
A Client support, Work we carry out to support the council in its functions.
advice & liaison This includes the time spent providing support and

advice, and liaising with staff.

A\ Y = O
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Programme area Purpose

Client support also includes facilitating the council’s
completion of the annual review of governance which
supports the Annual Governance Statement, as well as
involvement in a number of officer working groups.

12 The overall level of service is based on an indicative number of days, for
planning purposes (2,250 days for 2025/26). Figure 1 below shows the
proportion of time we expect to deliver across each area during the year.

Figure 1: 2025/26 work programme: indicative functional area split.

e, NORTH
@ YORKSHIRE
COUNCIL Strategic / corporate & cross

cutting

m Technical / projects

® Financial systems
M Service areas
Other assurance work

m Client support, advice & liaison

13 It is important to emphasise two important aspects of the programme.
Firstly, that the planned audit activities included in annex A are not fixed.
As described above, work will be kept under review to ensure that audit
resources are deployed to the areas of greatest risk and importance to the
Council. This is to ensure the audit process continues to add value.

14 Secondly, it will not be possible to deliver all of the audit activities listed in
the programme. The programme has been intentionally over-planned, to
build in flexibility from the outset while also providing an indication of the
priorities for work at the time of assessment. Over-planning the
programme enables us to respond quickly by commencing work in other
areas of importance to the council when risks and priorities change during
the year.

The audit prioritisation system

15 Once initial internal audit priorities have been identified through the
application of the opinion framework, we then overlay a second system of

EEasssssssssssssssssssssssnmmmmy  Veritau s
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prioritisation. This system allows us to determine the relative priority of
audits included in the indicative work programme.

16 This second prioritisation system sees audits assigned to one of three
categories, as shown in figure 3 below.

Figure 2: 'do now’, 'do next’, ‘do later’ prioritisation system.

DO NOW DO NEXT DO LATER
work of the highest work to be started work to be scheduled
value, priority, or after current audit for consideration later
urgency work is completed in the year

17 Decisions on which of the three categories internal audit work falls into
will be based on judgement and will be made having given consideration
to the prioritisation factors in table 2 below. These will result in internal
audit work being considered a relatively higher or lower priority at the
time of assessment.

Table 2: Internal audit prioritisation factors.

Prioritisation factors

A where we have no recent audit A where controls are changing and / or
assurance, or other sources of risks are increasing
information

A where we are following up A where specific issues are known to
previous control weaknesses have arisen

A that are of significant importance A time pressures or scheduling
to the council, for example they requirements, for example grant
reflect key objectives or high deadlines, or work scheduled to
priority projects minimise the impact at busy times

A that need to be covered to enable A that provide broader assurance, for
us to provide an annual opinion example corporate policies and

frameworks

18 The above factors will be used on an ongoing basis to decide what internal
audit work will be carried out, and when, during the course of the year.
These decisions will be made in consultation with the Council through our
ongoing dialogue with senior officers. Individual pieces of work will move
between the three categories, as required, based on their priority at the
time of assessment.

19 For example, an audit scheduled for quarter two to minimise the impact
on a service area may initially be classed as to ‘do next’ but become ‘do
now’ as we move into quarter two. Similarly, an audit of a council project
classed as ‘do now’ because it represents an area of high importance may
move from ‘do now’ to ‘do next’ or ‘do later’ if the project slips or planned
work cannot be undertaken until a specific point is reached. Towards the
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end of the year, audits classed as ‘do later’ are likely to be deferred until
the following year.

20 The committee will be provided with information on current internal audit
priorities throughout the year as part of regular progress reporting.
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ANNEX A: indicative internal audit work programme 2025/26

Programme area Potential internal audit activity

Strategic / corporate &
cross cutting

Council transformation and savings plans
Revenue budget management and monitoring
Management of external funding

Fees and charges

Information security compliance sweeps
Records management

Artificial Intelligence

Risk management

Property asset management

Procurement -specific reviews

Contract management - specific reviews
Climate change

Health and safety

Partnership governance

Performance management

Council companies and other commercial operations
Human resources

Recruitment and retention

Agency staff and consultants

[ N N N S N N O O N O O N A L

Locality working
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Programme area Potential internal audit activity

Community safety
Refugees and asylum seekers
CCTV

Complaints

Technical / projects Kex Gill post implementation review

New Financial Management System and Income Management System

Support and advice for council and service transformation

Involvement in specific service areas developments, including new systems and processes
Projects / systems advice and support

ICT applications - including Highways Aurora System

ICT cyber security

ICT disaster recovery and incident management

Information security operations centres

Financial systems Main accounting system

VAT accounting

Creditors

Debtors (including debt management and recovery)
Payroll

Revenue

Benefits

>

Housing rents
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Programme area Potential internal audit activity

Service areas Community Development
Community infrastructure levy and s106 agreements

Council house stock and repairs

Economic development
Homelessness

Housing adaptations
Housing development

Leisure services integration

>

Planning systems
Environment

Car parking

Fleet management

Highways

Licensing

Transforming Cities Fund (TCF)
Trees and woodlands strategy
Waste

> >

Children and Young Peoples Service (CYPS)
A Children’s social care

A Foster care payments

A Funded early education - provider checks

A

Maintained school’s visits

OFFICIAL



Programme area Potential internal audit activity

' A Special Educational Needs - Education, health and care plans (EHCP’s) |
A Schools themed audits (Chargeable activities, recruitment and performance management)

A Schools financial value standard

A Transitions from children to adults

Health and Adult Services (HAS)

Adult safeguarding

Continuing Healthcare

Deferred Payment Agreements

Integrated Care Partnerships

Online referrals and care assessments
Payment to care providers (Provider Portal)

Social care provider visits

| O N N N

Public health contract management
North Yorkshire Pension Fund

A Work to be agreed with the Pension Board.

Other assurance work A Follow-up of previously agreed management actions

A Continuous audit planning and additional assurance gathering to help support our opinion on the
framework of risk management, governance and internal control

A Continuous assurance work, including data analytics and data matching projects

A Attendance at, and contribution to, governance- and assurance-related working groups
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Programme area Potential internal audit activity

Client support, advice &
liaison

A Committee preparation and attendance
A Key stakeholder liaison

A Facilitating the council’s completion of the annual review of governance which supports the
completion of the Annual Governance Statement

A Attending project and change programme boards

A Support and advice on control, governance and risk related issues
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ANNEX B: Current priorities for Internal Audit work

Audit Timing

Do now Do next Do later
Strategic and Corporate risks
Council transformation and savings plans v v v
Revenue budget monitoring and management v
Capital budget management v
Management of external funding v v
Governance v
Information security compliance sweeps v v v
Records management v
Artificial intelligence v
Risk management v v
Property Asset Management v v
Procurement - specific reviews v v
Contract management - specific reviews v v v
Business continuity v
Climate change v v
Health and safety v
Partnership working and governance v
Performance management framework v v
Project management arrangements v v
Recruitment and Retention v
Agency staff and consultants v
Human Resources (other) v v
Council companies and other commercial v v
operations
Locality working v
Community Safety v
Refugees and Asylum Seekers v
CCTV v
Complaints v v
Technical / Project Risks
Kex Gill post implementation review v
Support and advice for council and service v v v
transformation
Involvement in specific service areas v v v
developments
Project advice / implementation and support v v v
ICT applications - including Highways Aurora v
System
ICT disaster recovery and incident v v
management
ICT cyber security v 4
ICT asset management v
IT information security operations centres v v
Financial Systems
Main accounting system v v v
Creditor payments v v v
Purchase cards v
Sundry debtors, including debt management v
and recovery
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Do now Do next Do later
Payroll v v
Income collection and management v
VAT Accounting v
Treasury Management
Revenues

Benefits

Housing rents

Service Area Related
Community infrastructure levy and s106 v
agreements
Planning systems v
Council house stock and repairs v
Economic development v
Homelessness
Housing v v v
Leisure v
Car Parking v
Fleet management
Harbours v
Highways v
Licensing v
Parks and grounds v
Public rights of way v
Transport v
Waste

Children’s social care

Direct payments (adults and children’s)
Early years v
Foster care

Home to school transport
Maintained school’s visits
Safeguarding (adults and children)
Schools financial value standard v
Special educational needs
Themed audits v
Transition from children to adults
Continuing Healthcare

Deferred Payment Agreements
Integrated Care Partnerships
Liberty protection safeguards v
Power of Attorney and Court of Protection v
Payment to care providers (Provider Portal) v
Public Health

Social care provider visits
Social care financial assessments v
Other assurance work
FoII_ow-up of previously agreed management v v v
actions
Continuous audit planning and additional v v v
assurance gathering to help support our

ANANAN
ANANENEN

ANANAN

ANANAN

AAN

AN ANENENANEN

AN
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Audit Timing

Do now Do next Do later
opinion on the framework of risk
management, governance and internal control
Continuous assurance work, including data 4 4 4
analytics and data matching projects
Attendance at, and contribution to, v v v
governance- and assurance-related working
groups

OFFICIAL



Appendix 2
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Helen Swan Max Thomas
Assistant Director - Information Head of Internal Audit
Governance

@ INTRODUCTION

1 Veritau provides an information governance service to North Yorkshire
Council. As well as acting as the Council’s Data Protection Officer, Veritau
manages all Freedom of Information and Data Subject requests received by
the Council.

2 A total of 1,900 days has been allocated to information governance work in
2025/26. A large proportion of this work involves the receipt, tracking and
coordination of requests for information but other work includes the
maintenance of the policy framework, the investigation of data breaches
and the provision of advice.

3 A high-level summary of the areas for information governance work in
2025/26 is shown in the table below.
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@ 2025/26 INFORMATION GOVERNANCE WORK
PROGRAMME - SUMMARY

Policy Developing policies and processes to support
Framework/Compliance | improved information and records management
with data protection across the council.

legislation

Raising awareness of the roles of Veritau and
NYC’s Data Governance Team as part of a wider
approach to embed good practice, standard
procedures, the effective management of
information assets, and a point of contact for
general advice and guidance.

Support directorates and service areas as they
move toward consolidating systems.

Supporting the Council’s partner organisations to
maintain overall data protection compliance.

Personal data breaches | This includes:

e raising awareness of the process for NYC staff
to follow in the event of a breach.

e reducing the fear factor in reporting and
supporting and advising NYC staff to manage
incidents that occur.

e monitoring incidents to highlight trends and
proactively supporting services to reduce the
risk of future occurrence.

Data Subject Rights Managing the response to personal data subject
requests. Providing advice and guidance to
service areas. Acting as the first point of contact
with the ICO.

Publishing and promoting an electronic Data
Subject Handbook for NYC staff which will
provide a quick and easy guide to assist in
identifying types of requests, initial steps, and
contact details for Veritau.

Freedom of Information | Managing the response to requests. Providing
training, advice and guidance to service areas.
Acting as the first point of contact with the ICO.
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