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Information should be accessible for all. If you require this information in
a different language or format, please contact the Police, Fire and Crime
Team at info@northyorkshire-pfcc.gov.uk.

1.0 Purpose of this report

The purpose of this report is to give an update to Panel members and provide an overview, both nationally
and locally of the context of Online Fraud and Cyber Crime, data and the work North Yorkshire Police (NYP)
have been doing in relation to tackling Online Fraud and Cyber Crime.

2.0 Background

Fraud is the UK's most common crime and is a crime of intent and it can be committed through any
medium — online, over the phone, text, email, or in person. Those committing the offence do not
discriminate by social status or geographical location and the internet means that victims can be targeted
from anywhere in the world.

Due to its complexity fraud cannot be treated the same way as other crimes. It may not always be possible
to investigate and pursue due to the location of the offender or due to the technology used to commit the
offence. Therefore, the Fraud Investigation Model (FIM) puts prevention and disruption opportunities at an
early stage of much of NYP work in Economic Crime.

3.0 National and Local Overview

Computer misuse crime, or cyber-enabled crime, includes crimes under the Computer Misuse Act 1990
that can only be committed using a computer or similar technology. These include offences such as
hacking, the making of malware and denial of service attacks.

Fraud is often linked to computer misuse crimes, with cybercrimes such as hacking frequently used as a
precursor to commit fraud. Online criminals can target thousands of victims at the same time from
anywhere in the world and can therefore be hard to trace and prosecute. Fraud and computer misuse
crimes are constantly evolving; as technology rapidly changes, so do the methods used to commit these
offences.

3.1 Action Fraud

In contrast to other crime types, fraud and computer misuse recording in England and Wales is centralised.
Action Fraud, the national reporting centre for fraud and cybercrime, is managed by the City of London

1Review of fraud and computer misuse statistics for England and Wales % Almost half of 8 to 17-year-olds have been
scammed online - UK Safer Internet Centre



https://osr.statisticsauthority.gov.uk/wp-content/uploads/2025/04/Fraud_and_computer_misuse_report_final.pdf
https://saferinternet.org.uk/blog/almost-half-of-8-to-17-year-olds-have-been-scammed-online#:~:text=79%25%20of%20young%20people%20come,how%20to%20spot%20scams%20online.
https://saferinternet.org.uk/blog/almost-half-of-8-to-17-year-olds-have-been-scammed-online#:~:text=79%25%20of%20young%20people%20come,how%20to%20spot%20scams%20online.
mailto:info@northyorkshire-pfcc.gov.uk

Police and collects information about fraud and computer misuse offences on behalf of police forces in
England, Wales and Northern Ireland.

Victims may report the incident directly to Action Fraud via the phone or the online portal. The City of
London Police state that it receives around 40,000 reports per month from Action Fraud, of which 65%
come via the online portal and 35% by phone, although these proportions fluctuate from month to
month?.

A victim may report the incident to their local police force, who will advise them to report to Action Fraud.
However, many victims choose not to report to Action Fraud after reporting it to their local police force,
and therefore data is upload in batches to Action Fraud.

3.2 Crime Survey for England and Wales (CSEW)

It is widely acknowledged that fraud and computer misuse are under-reported to Action Fraud by victims.
Because the CSEW captures incidents that go unreported to the police, it better indicates long-term trends
in the volume of fraud and computer misuse offences in England and Wales.

Fraud is the most common crime experienced by CSEW respondents, consistently accounting for around
two-fifths of all crimes captured by the survey. In the year ending September 2024, the CSEW estimated
4.7 million fraud and computer misuse incidents in England and Wales!.

3.3 The UK Government

In May 2023, the UK Government published its Fraud Strategy Fraud Strategy: stopping scams and
protecting the public (accessible) - GOV.UK. It is a cross-government strategy that outlines plans to tackle
fraud where the victims are members of the public or businesses. The strategy included a commitment to
reduce fraud by 10% by December 2024, based on the levels of fraud reported in the CSEW in 2019, and to
replace Action Fraud with a new system for reporting fraud and cybercrime.

In September 2023, the Home Affairs Committee launched an inquiry into fraud, publishing its key
conclusions and recommendations in May 2024. The committee made several recommendations relevant
to statistics and data, including the following:

e The replacement of the Action Fraud system should be prioritised and completed by the end of
2024,

e The replacement system should build on The National Fraud Intelligence Bureau’s capability to
identify patterns and trends in fraud to better support victim outcomes.

e The government should clarify the roles and responsibilities of the different bodies involved in
fraud to provide more accountability and clear reporting lines

According to the Home Office Crime outcomes in England and Wales 2023 to 2024 - GOV.UK the number of
fraud offences recorded increased by 7% between the year ending March 2023 and the year ending March
2024, from 1,131,946 offences to 1,214,639 offences. This was largely driven by an increase in reports
from UK Finance, with a 20% rise from 460,537 offences to 554,293 offences. The number of Computer
Misuse Act (CMA) offences recorded increased by 53%, from 26,604 in the year ending March 2023 to
40,832 in the year ending March 2024.

3.4 York and North Yorkshire

Action Fraud have dashboards that have been designed to allow users to
uickly identify the most commonly reported fraud and cyber-crimes, and -
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also allow users to look in a little more detail at the types of victims

reporting, the way they report, and the estimated overall losses based on

reporting figures. NFIB Dashboard (Public)
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The dashboards are based on a rolling 12 months of data from Action Fraud. The data is extracted on a
monthly basis and previously published data is not updated. Only fraud and cyber-crime offences
amounting to a crime under the Home Office Crime Recording rules are included.

Current data using the dashboards —
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There are 2 forces that are recording over 40 thousand reports in a 12-month period.

3.4.2 Overview of NYP Reports
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According to Action Fraud data, the most common fraud type for North Yorkshire residents is consumer
fraud.

The age groups affected are similar across all ages in Y&NY. There are between 440-600 victims per age
group, from 20yrs old to 79yrs old.

However, according to national data, and with evidence from the Uk Safer Internet Centre?, who provide
support and services to children and young people, adults facing online harms, and professionals working
with children, as part of their February 2025 Safer Internet Day, state that:

e 79% of young people come across online scams at least monthly, with 20%, including
children as young as 8, seeing scams online every day.

e Almost a fifth of 8 to 17-year-olds (18%) know someone their age who has lost money to an
online scam.

e Over a quarter (26%) of young people who've been scammed online blame themselves.

e 74% of 8 to 17-year-olds want to learn more about how to spot scams online.

4.0 NYP Action

4.1 Economic Crime Unit
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The core business of the Economic Crime Unit within NYP is the investigation of serious and complex fraud
and the confiscation of criminal assets through the courts by the enforcement of money laundering and
the investigation of major fraud offences.

The Economic Crime Unit carries out investigations into the following:
Financial Investigators:

e Asset confiscation for acquisitive and drug related crime prosecutions, with the focus on
serious and organised crime (SOC)

e Cash seizures and Account Freezing Orders using powers enforceable through the provisions
of the Proceeds of Crime Act (POCA)

Specialist Fraud Investigators:

e Serious, complex and high harm frauds - Serious and/or complex frauds are likely to involve
a loss or gain in excess of £500K, have international dimensions, require a knowledge of
regulatory matters, be a fraud against a public body or likely to attract a widespread public
interest.

e Current high harm frauds are Romance, Investment, Payment Diversion and Courier frauds.

e Crimes committed by the practices of solicitors, accountants and financial and regulated
bodies

e Bribery and Corrupt practice in public and private sectors

e Crime relating to electioneering offences

e Money laundering offences linked to fraud or "standalone" money laundering offences

The unit is comprised of Financial Investigators, Specialist Fraud Investigators, Fraud Assessors and a
Financial Abuse Safeguarding Officer.

4.2 Romance Fraud

Cruel ‘romance fraudsters’ cost victims in North Yorkshire and York more than £2.5million last year,
according to new figures. There were 115 reports of romance fraud to NYP in the financial year 2024/25,
with a total loss to victims of £2,746,939. That compares to a total of 9,449 reports nationwide, and a total
national loss more than £100,000,000, over the same period.

In June 2025, as part of a national campaign, NYP
shared ‘stay safe’ advice on its social media
channels, particularly targeting those who are

FALL FOR THE

most likely to fall victim to romance fraud. PERSON, NOT THE
Breaking outdated stereotypes, the national P Ro F I L E ®
statistics reveal that — for the second consecutive S — A —
. . to stop and think before who they say they are? Could
year —male victims slightly outnumber female peting i yourmorey prpdabn s aslie
victims, challenging the misconception that g e

Contact your bank immediately if you think you've fallen

romance fraud primarily targets elderly women. e

However, while more men reported cases, il

female victims tended to lose larger sums of

money. This is likely due to the prolonged engagement with fraudsters, who manipulate emotions over
extended periods.

The 50-59 age group experienced the highest financial losses. This demographic is particularly vulnerable
as they often have greater financial resources, are still in the workforce, and may be experiencing personal
life changes such as divorce, separation, or the loss of a partner, making them prime targets for fraudsters.

4.3 Safeguarding Officer
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Over £1m has been refunded to victims of fraud in North Yorkshire thanks to a NYP Financial Abuse
Safeguarding Officer, Rachel Graham, who works in the Economic Crime Unit where her role is to support
and help protect our most vulnerable victims of fraud. Part of her role is to enable victims to obtain
reimbursement from their bank after losing money to fraudsters.

Over the past financial year, she has helped victims recover
£1,025,766.08 and prevented £81,137.99 from being handed over to
fraudsters in the first place. The amounts reimbursed to victims range
from £550 to £360,000.

A former Detective Constable of 30 years, including 17 years spent
investigating fraud in Cleveland Police’s Economic Crime Unit, Rachel
joined NYP on 4 March 2024.

4.4 Community Messaging

North Yorkshire Community Messaging is a free email messaging service from NYP, providing news and
updates on policing matters that are relevant to residents and communities.

Residents can receive email alerts about policing activity and initiatives in their local area as well as crime
prevention advice and information. There is also the opportunity to reply directly to neighbourhood teams
and provide feedback via surveys.

NYP consistently use Community Messaging Home Page - North Yorkshire Community Messaging to keep
the residents of York and North Yorkshire informed on fraud and cyber crime that are taking place, as
awareness is key to prevention.

4.5 Scrutiny

The York and North Yorkshire Policing, Fire, and Crime Directorate has an Assurance Framework where
progress against the Police and Crime plan is monitored and assessed via the governance groups in place,
most notably the Online Public Meeting (OPM).

The purpose of the reporting to the OPM is to monitor progress against the Police and Crime Plan and
invite scrutiny from the York and North Yorkshire Deputy Mayor for Policing, Fire and Crime and the public.

The next OPM to be held will be on October 16", where the thematic will “Tackling Online Crime and Cyber
Fraud”, it can be watched here: Online Public Meeting — 16 October 2025 - NYP - York and North Yorkshire
Combined Authority — Policing, Fire and Crime Team
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